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KBanparnunas HeorpanudeHHast OunapHas ontumuzanus (QUBO) 3apexomenoBaia cedst B kadecTBe 2(Q(HEKTHBHOTO
HHCTpyMeHTa Ui perteHust NP-TpyaHbIx 3agad B o0nactu uadopmanuonHoi 6esonacuoctu. B QUBO-dopmynmuposke 3a1a-
Ya OIMCHIBAETCS B BUJE KBAJIPAaTHUHOH (DYHKIIMHM OMHAPHBIX EPEMEHHBIX, MUHIMYM KOTOPOH COOTBETCTBYET ONTHMAJILHOMY
pemrennto. Takast 3aNHUCh YIUTHIBACT JIMHEHHBIC (MHANBYUyaIbHOE BIUSHIE) U KBaJ[paTHYHbIE (TIapHbIe B3aUMOACIHCTBHS) 3a-
Bucumoctd. Ocobenno npumedarensHo, 4o QUBO-aaropuTMbl MOXKHO UMIIEMEHTHPOBATh B KBAHTOBBIE BBIYHCIHTEIBHBIE
yCTpOHCTBA HA OCHOBE OTXMra, Hanpumep D-Wave, KOTOpbIe MO3BOJIIOT HANTH COOCTBEHHOE COCTOSIHUE FAMIJIBETOHHAHA CO-
OTBETCTBYIOIIEH Monenu M3uHra mocpeacTBOM KBaHTOBBIX MM THOPHAHBIX anroput™MoB. [Ipu stom pemenne QUBO-3anaun
MOKHO TIONYYHTh U HA MOJHOCTBIO KIACCHYECKOH apXUTEKType. Takue alnropuTMbI Ha3bIBAalOT KBAHTOBO BIOXHOBICHHBIMH,
[OTOMY YTO OHH HMHTHPYIOT (U3HUYECKHE SBICHHSA. [IpuMepoM TakuX KBaHTOBO BJOXHOBJIECHHBIX aJITOPHTMOB SBIISIOTCS
cuMysIHpoBaHHbI oTkur (Simulated Annealing, SA) u cumynuposanusie 6udypkanun (Simulated Bifurcation, SB). 3a mo-
cienHue S5—7 neT OonbIIoe KOMUYecTBO padoT Obw1o mocssmeHo npumeneHno QUBO-hopMyTupoBKH Ui pa3sHOOOpa3HBIX
3a71a4 MH(POPMAIIMOHHOH Oe30IacHOCTH, Ha4YMHAs OT B3JOMa KIIoYel Oe30IacHOCTH JIO0 AETEKIUH arak, ¢ Ielbl0 T0Ka3aTh
3¢ (PeKTUBHOCTH HOBBIX BBIYHCIUTENBHBIX MApaJurM. B 1aHHOM HcclieIoBaHUM MBI aHATM3UPYEM 3TH pabOThI, CTPYITUPOBaB
UX TO0 00NacTH NMPUMEHEHUs W BBIAENAS apXUTEKTYpHBIC TMOAXOABI (KBAaHTOBAs, THOPHIHAS, KIACCHYECKas) B KaXJIOM CIie-
Hapuu. MBI ynenseM BHHMaHHE TOMY, Kak 3amada Obuta mepedopmynupoBaHa B QUBO-nocranoBky wim mozxens M3uara,
aQHAIN3UPYEM KIIOUEBBIE CTPATErWH PEUIeHHs W MOTydYeHHBIE PE3ylbTaThl Ha ONTHMAIbHOCTH, MAcHITaOHPyEeMOCTb, CIOXK-
HOCTb. MBI BBIZICJISIEM OCHOBHBIC MTPEUMYILECTBA U HemocTarku Kaxaoi QUBO-nocTaHOBKH B KOHTEKCTE MH(POPMAIMOHHOMN
0€30MacHOCTH 1 B 3aKJIIOYCHHE 00CYXK/JaeM aKTyalbHbIC 3a/1a9H U IePCIEKTHBHbBIC HAIPABICHUS JUIsl UCCIICIOBAHUH.
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Introduction

As computational resources become increasingly strained and existing technologies approach
physical limits, including the limits of classical integrated-circuit scaling [Moore, 1965; Dennard et
al., 1974], quantum computing is being considered as a potential driver of technological progress.
Quantum devices are neither a panacea nor a universal solution; nevertheless, the quantum effects of
superposition, interference, and entanglement can accelerate computation and improve performance for
certain classes of problems. This computational capability and high degree of parallelism give quantum
computing considerable potential while simultaneously creating distinct security risks.

In a world where processes ranging from everyday purchases and communication to public
services, financial transactions, and asset management are moving into the digital environment,
cybersecurity has become a central concern. Quantum computing is particularly significant for
cryptography because many cryptographic algorithms rely on assumptions about computational
hardness. Shor’s algorithm [Shor, 1994] demonstrates the effectiveness of quantum architectures for
integer factorization and discrete logarithms, which underpin RSA, classical Diffie — Hellman schemes,
and elliptic-curve cryptosystems. On a sufficiently powerful and fault-tolerant quantum computer,
quantum algorithms can solve the corresponding decryption problems in polynomial time. Here,
a powerful computer means one whose number of qubits can scale in proportion to the cryptographic
key length. Even where Shor’s algorithm is inapplicable to an attack, Grover’s algorithm [Grover,
1997] provides a quadratic speedup for unstructured search, affecting exhaustive key search and the
parameter choices of symmetric cryptography. Research and experimental results in this area have
prompted major initiatives to migrate to post-quantum cryptography, including the multi-round NIST
standardization process and the development of migration guidance.

The role of quantum computing in cryptography is not, however, limited to “breaking”
ciphers. The design, analysis, and implementation of cryptographic systems are closely tied to
optimization problems, including key recovery as constraint satisfaction, the search for differential and
linear characteristics, parameter selection under security —performance trade-offs, the configuration
of countermeasures against side-channel attacks, and resource allocation in cryptographic networks.
For such problems, quantum optimization is important less as a universal accelerator than as an
alternative computational paradigm for families of binary optimization problems that can be expressed
as minimization of a system’s energy.

The Ising model [Ising, 1925] provides a key link between discrete optimization and quantum-
computing architectures. It was originally introduced in statistical physics to describe interactions
among spins. The fundamental optimization problem in this model is to find the system’s ground
state — the Hamiltonian configuration at which its energy is minimized. The model is defined by
a set of spins with discrete states, local fields, and pairwise interactions. This formalism fits naturally
within the paradigms of Adiabatic Quantum Computing (AQC) and Quantum Annealing (QA) [Farhi
et al., 2000; Farhi et al., 2001; Albash, Lidar, 2018]. The preprint [Farhi et al., 2000] is cited as the
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historically important source of the original AQC formulation, while the published study [Farhi et
al., 2001] complements it with an experimental investigation of the adiabatic algorithm on random
instances of an NP-complete problem. These approaches rely on an adiabatic quantum process in
which the system remains in its ground state when the Hamiltonian changes sufficiently slowly. The
system 1is initialized in a known configuration and then evolves toward the problem Hamiltonian;
the resulting ground state represents a solution to the optimization problem. Quantum annealing is
the corresponding quantum analog of classical simulated annealing, with transitions between states
driven by quantum fluctuations rather than thermal fluctuations. The foundations of this approach
were established in studies of the transverse-field Ising model [Kadowaki, Nishimori, 1998]. The
experimental implementation of programmable artificial-spin systems [Johnson et al., 2011] laid the
groundwork for the practical use of quantum annealing to find the global minimum of an Ising-model

energy landscape.

In practice, the standard formulation for such optimization problems is Quadratic Unconstrained
Binary Optimization (QUBO):

. T
min x' Qx, 1
xe{0, 1) Q (1)

which is algebraically equivalent to a broad class of problems formulated in the Ising model.

The QUBO formulation is attractive because it provides a universal objective function:
constraints are incorporated as penalty terms, while higher-order Zhegalkin polynomials can be reduced
to quadratic form by introducing auxiliary variables. These properties make QUBO applicable to
a broad class of NP-hard and pseudo-Boolean optimization problems [Boros, Gruber, 2012]. Moreover,
many NP-hard problems can be mapped explicitly to an Ising model or QUBO [Lucas, 2014],
enabling both qualitative and quantitative assessment of the effects of moving to quantum-computing

architectures.

Fundamental physical limitations nevertheless remain: finding the ground state of a general Ising
Hamiltonian is NP-hard [Barahona, 1982]. Quantum annealing therefore does not eliminate NP-hard-
ness; instead, it offers new heuristic — and, in some cases, algorithmic — approaches to exploring
a system’s energy landscape. The gap between the theoretical effectiveness and practical power of
QUBO and Ising formalisms, on the one hand, and the physical limitations of real quantum devices —
including noise, quantum-system stability, control precision, and embedding complexity — on the other,

defines the current research agenda in quantum optimization.

The current cryptographic research agenda is highly application-oriented: many studies focus
on cryptanalytic problems such as factorization, solving systems of Boolean equations, and expressing
the constraints of block and stream ciphers as QUBO formulations suitable for quantum-annealing
solvers [Zhang, Feng, 2022]. Study [Zhang, Feng, 2022] is included in this review because it provides
a specialized account of concrete transformations from cryptographic problems to QUBO and quantum-
annealing formulations rather than limiting itself to general observations about quantum optimization.

Such research may contribute to alternative approaches to cryptanalysis. Unlike gate-based quantum
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algorithms, which require long coherent sequences of operations as in Shor’s algorithm, a cryptographic
structure can be represented in QUBO form as an energy function. Quantum, classical, or hybrid
annealing then drives it toward a minimum-energy configuration corresponding to an encryption key
or another feasible solution.

Alongside the rapid development of quantum technologies, QUBO has become a practical tool
and a universal optimization interface supporting several computational paradigms for algorithmic
solvers. Solvers based on physical analogies are often classified as “quantum-inspired” algorithms.
Implementations of these approaches exist on classical, hybrid, and quantum-computing architectures.
On classical hardware, the simulated-annealing metaheuristic provides a robust method for finding
low-energy states by gradually lowering the system temperature and imitating adiabatic evolution. It
is one of the standard tools for solving QUBO problems. Other quantum-inspired algorithms likewise
simulate physical processes without genuine quantum coherence. A prominent example is simulated
bifurcation, which uses nonlinear system dynamics and the bifurcation phenomenon to explore an Ising-
model energy landscape efficiently. Related principles are implemented on quantum architectures: in
AQC and quantum annealing, problem parameters are encoded in a time-dependent Hamiltonian that
evolves so that the system ends in the ground state corresponding to the global energy minimum.

This paper reviews QUBO solvers and the principal variants of quantum-annealing algorithms.
It first examines the physical foundations of quantum annealing, then considers QUBO applications
across cybersecurity, and finally compares the effectiveness, strengths, and limitations of the reviewed
formulations and solver classes. The conclusion identifies directions for improving QUBO construction

and solving, and for extending adiabatic and hybrid optimization to cybersecurity problems.
Literature selection methodology

Sources were selected in several stages. First, a broad search was conducted across major
scholarly databases; the resulting publications were then screened for relevance to the review and for
the presence of a reproducible optimization formulation. The initial search covered IEEE Xplore, ACM
Digital Library, SpringerLink, ScienceDirect, Google Scholar, and arXiv. Search strings combined the

99 ¢

terms “QUBO cybersecurity”, “quantum annealing cryptanalysis”, “Ising formulation cryptography”,
“QUBO anomaly detection”, “quantum annealing network security”, “quantum-inspired optimization
cybersecurity”, and “D-Wave QUBO security”. These queries served only as an initial discovery
mechanism; inclusion was determined not by the occurrence of a particular term in a title or abstract
but by substantive eligibility criteria.

After the initial search, publications were screened on the basis of their abstracts, problem
formulations, and experimental sections. Studies were included when they met the following conditions:
the problem belonged to one of the article’s application areas (cryptanalysis, anomaly detection,
network security, defensive-resource placement, or cyber-risk assessment); the study explicitly specified

a QUBO formulation, an Ising-model formulation, or a closely related pseudo-Boolean formalization;

it described the correspondence between domain variables and binary optimization variables; and it
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reported the model size, solver, experimental results, computational limitations, or the procedure used to
transform the original problem into QUBO or Ising form. Following substantive screening, the studies
were organized into focused thematic clusters: cryptanalytic QUBO formulations, anomaly detection,
network graph problems, defensive-resource placement, security-policy optimization, and cyber-risk
assessment. Formulations with similar mathematical structures were then combined into broader groups,
allowing cybersecurity publications to be compared with relevant problems from neighboring fields. For
example, honeypot, sensor, and defensive-node placement were considered alongside covering, facility-
location, and logistics optimization, while network segmentation or sparsification was compared with
graph partitioning, minimum cut, resource placement, and other QUBO-compatible graph formulations.
For applied studies, priority was given to publications from the past five to seven years, when
a substantial body of research on QUBO in cybersecurity emerged. Foundational work on the Ising
model, AQC, and quantum and simulated annealing was included regardless of publication date as the
methodological basis of the review.

Publications were excluded if they discussed quantum computing without connecting it to
QUBO, the Ising model, or another reproducible optimization formalism. Cybersecurity studies lacking
either a mathematical formulation or sufficient data to assess the scale and computational feasibility of
the proposed approach were also excluded. Popular and technically unreviewed materials, brief review
mentions without an original model, and duplicate preprints for which a later journal or conference
version existed were not included. arXiv preprints were considered only when they contained a concrete
QUBO or Ising formulation, experimental parameters, or results unavailable in peer-reviewed sources;

for older preprints, the existence of a published version was additionally checked.
Physical foundations of quantum optimization algorithms

The Ising model

Combinatorial problems in quantum optimization are often formulated using the Ising model.

The primary objective is to find the spin configuration that minimizes the system energy:

N N N
;Zl,,, Zl 2)

Jj=1

l\.)l>—‘

Ismg

In expression (2), the spin variables s, € {—1, 1} take binary values, N denotes the number of spins in

the system, and the pairwise interaction coefficients satisfy:

J=0, Jy=J, Vi#] €)

In general, the parameters /. in the Ising energy expression (2) represent local fields acting on
the ith spin. Because additional spin variables can reduce the problem to the zero-local-field case, we

consider the Ising model with &, = 0 below.
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It is important to note that the configurations {s;} and {-s} yield the same system energy, so
the problem always has at least two symmetric solutions. Minimizing the energy of a general Ising
model is NP-hard. The following sections examine several algorithmic approaches based on physical
processes that can explore the state space efficiently and solve combinatorial optimization problems

within this model.
The quantum adiabatic theorem

According to the quantum adiabatic theorem, a quantum system initialized in a nondegenerate
ground state of a time-dependent Hamiltonian remains in the ground state over an arbitrarily long

evolution provided that the Hamiltonian changes sufficiently slowly.

If the Hamiltonian of a quantum system is time independent, the system dynamics are described
by the Schrodinger equation. For a time-independent Hamiltonian H, the Schrodinger equation takes

the form:

d o
i (@) = Hiy(0) “4)

whose solution for an initial state [(0)) is

(1)) = exp(=iHD)|y(0)). &)

Thus, any eigenstate |E) of the Hamiltonian H satisfying H|E) = E|E) evolves in time only through

the phase factor exp(—iE?). No transitions between eigenstates occur in this case.

If the system Hamiltonian depends on time, the resulting evolution of the quantum state can
be substantially more complex, making the dynamics difficult to describe analytically. When the
Hamiltonian changes sufficiently slowly, however, the system remains close to its instantaneous

eigenstate. The quantum adiabatic theorem formalizes this behavior.

For illustration, consider a spin in a magnetic field that rotates smoothly from one direction to
another over a finite time 7

H(t) = —cos(%)ax—sin(%)az. (6)

Suppose that the spin is initially aligned with the x axis, so the system is in the Hamiltonian ground
state at ¢+ = 0. As the magnetic field slowly rotates toward the z axis, the spin state begins to precess
around the field’s instantaneous direction. As the evolution time 7 increases, the angular rate of change
of the Hamiltonian decreases relative to the precession rate, reducing the amplitude of deviations from
the instantaneous ground state. In the limit of infinitely slow field rotation, the quantum state remains

in the Hamiltonian’s ground eigenstate at every instant.

More generally, consider a Hermitian operator H(s) that is continuous in the parameter s € [0, 1].

Introduce the change of variable s = £, where T is the total system-evolution time. For sufficiently

L
T!V
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large T, the Hamiltonian H(f) changes arbitrarily slowly as a function of time 7. The initial quantum

state [(0)) evolves according to the Schrodinger equation:

d o
WD) = HOWO), ™

r

or, after substituting s = &

' d
l'd—W(S)) = TH(s)Y(s)). (8)
)

Suppose that the initial state [/(0)) is an eigenstate of H(0) and, for simplicity, its nondegenerate
ground state. Assume additionally that the ground state of H(s) remains nondegenerate for
every s € [0, 1]. The quantum adiabatic theorem then states that, in the limit 7 — oo, the final system
state |(T')) coincides with the ground state of H(1).

In practice, concrete bounds are required for the evolution time 7 needed to satisfy the adiabatic
approximation. A detailed proof of the adiabatic theorem is beyond the scope of this paper. Informally,
if a system is constructed whose dynamics satisfy the theorem’s conditions, it will remain in its ground

state at every time 7 € [0, T].
Bifurcation-based quantum computing

The dynamics of a nonlinear system depend qualitatively on its parameter values. Points at which
the system’s behavior changes abruptly are called bifurcation points. A quantum-mechanical oscillator
can enter a superposition state through adiabatic evolution across a bifurcation point. The quantum
bifurcation algorithm proposed by Hayato Goto [Goto, 2016; Goto, 2019] introduces a computational
paradigm in which an ensemble of nonlinear quantum oscillators replaces a system of qubits and the
optimization problem is solved through quantum adiabatic evolution.

Existing quantum-computing architectures already use nonlinear oscillators as physical
implementations of qubits, including through superposition effects [Mirrahimi et al., 2014], while
computation is performed by quantum-gate operations. This approach does not, however, fully exploit
the continuous degrees of freedom of nonlinear oscillator systems. Through superposition, an ensemble
of N nonlinear quantum oscillators can span a space of 2V effective states. When searching for an
optimum through adiabatic evolution across bifurcation points, the system’s control parameters are
increased gradually.

The algorithm in [Goto, 2016] uses a Kerr parametric oscillator (KPO). In a reference frame
rotating at half the parametric-pump angular frequency, %, and under the rotating-wave approximation,

the system Hamiltonian is:

S

K .
H =hAa'a + haa'za2 - hE ( 2y aTz), )

where a and a' are the annihilation and creation operators, A is the detuning defined as the difference

between the oscillator’s natural frequency and half the pump frequency, K is the Kerr coefficient,
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and p is a nonnegative control parameter corresponding to the pump amplitude. The parameters K

and A are assumed positive, with A = w where w, is the oscillator’s resonant frequency.

KPO — 2 ’

The transition to superposition proceeds as follows. The system is initialized in the vacuum state,
that is, the ground state |0) with zero field amplitude. The state |0) is the ground state of Hamiltonian (9)
at p = 0. During adiabatic evolution, the control parameter p is increased slowly, causing the system

Hamiltonian to change smoothly.

In the limit p > A, the final state approximately equals the ground state of the Hamiltonian
+ \/g> Because the Hamiltonian is

invariant under the parity transformation « — —a, the final state retains the parity of the initial vacuum

at A = 0, which is a superposition of the two coherent states

state |0). The system consequently enters the superposition:

‘[ ' ( <\/7’ >_ 20K P2 (10)

Because the binary optimization problem is formulated using the Ising model (2), the
Hamiltonian of the nonlinear-oscillator system must be expressed in a corresponding form. The pairwise

linear nondissipative coupling between oscillators is described by:

TR :
Hegpting = ZJ ala;+da). (11)

i<j

Combining the single parametric-oscillator Hamiltonian (9) with this coupling yields the following

Hamiltonian for a system of N oscillators:

H(r) = hZ[Aaa+ jzaf—piTm(aj2+al2) (ea +ea] fOZ:J aaj+a;ai), (12)

l<]

where £ is a positive constant with units of frequency that characterizes the oscillator-coupling

strength. Correct implementation of the adiabatic evolution requires:
N
A; :gozl‘]i,jl’ 13)
=1

Annealing-based quantum computing

Quantum annealing is a computational paradigm based on quantum adiabatic evolution.
Historically, annealing was first introduced for classical optimization by Kirkpatrick et al. [Kirkpatrick
et al., 1983] as the Simulated Annealing (SA) algorithm, which became a general method for solving
a broad class of optimization problems. Its central idea is to use thermal fluctuations to escape local

minima of the objective function while lowering the temperature in a controlled manner.
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The cooling rate is crucial to the algorithm’s performance: if the temperature decreases
too quickly, the system may become trapped in local minima, whereas excessively slow cooling
makes the algorithm impractical despite its theoretical convergence to the global minimum. Geman
and Geman [Geman, Geman, 1984] derived a bound on the temperature schedule that guarantees

convergence to the global minimum in the general case:

where c is a constant determined by the problem dimension and objective-function parameters, and 7 is

the system-evolution time.

Global-minimum search algorithms generally proceed by exploring a sequence of system states
and transitions among them. This naturally motivates the use of quantum effects to improve the
convergence of optimization procedures. Quantum annealing builds on the concept proposed by
Kadowaki and Nishimori [Kadowaki, Nishimori, 1998]: quantum tunneling allows a system to traverse
potential barriers efficiently, including saddle points and local minima in the energy landscape.

To account for tunneling between states, a transverse quantum field I'(z) is introduced, giving the

following Ising-model Hamiltonian based on expression (2):

H(t) = — ZN: ZN: I oo - Z ho? —T(1) Z Ao, (14)

where of and o} are Pauli matrices acting on the ith spin, with eigenvalues +1, and A, characterizes

the quantum-tunneling strength between the basis states | + 1).

Let the Ising-model Hamiltonian without the transverse field be:

N N
=D D oot = Y (15)

i=1 j=1 i=

=

—_

The time-dependent Hamiltonian (14) can then be rewritten as:

N
H() = -T(t) )" Aot +H, (16)
i=1

By varying the transverse-field amplitude I'(f) smoothly from a large initial value I'(0) > 1
to zero, one can implement an adiabatic evolution in which the system reaches the minimum-energy
ground state of H ,. For example, study [Johnson et al., 2011] implements quantum annealing using

a system of artificial spins with the Hamiltonian:

H(t) = -T(1) Z Aot + ADOH,,. (17)
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Initially, the system is set to ['(0) = 1 and A(0) = 0, so its dynamics are governed entirely by the
transverse terms A,oF. The ground state of this system is a superposition in the eigenbasis of o-*. During
adiabatic evolution, the contribution of the transverse field decreases gradually while that of the Ising
Hamiltonian increases: I'(f) decreases monotonically from 1 to 0, and A(¢) increases monotonically
from O to 1. If the parameters change sufficiently slowly, the quantum adiabatic theorem ensures that

the system remains in its ground state throughout the evolution and ends in the ground state of H,.
Applications of quadratic binary optimization in cybersecurity

Having reviewed the physical models and algorithmic foundations of QUBO solving, we
now analyze their application to practical cybersecurity problems. The discussion distinguishes four
implementation levels for QUBO approaches. Physical quantum implementations are experiments in
which a problem is mapped to actual quantum hardware, such as a D-Wave quantum annealer or
a neutral-atom QPU. Hybrid implementations perform decomposition, preprocessing, postprocessing,
and part of the search classically while using a quantum device as a coprocessor for subproblems.
Simulations and quantum-inspired algorithms run on conventional classical architectures; examples
include simulated annealing, gqbsolv without QPU access, simulated quantum annealing, and simulated
bifurcation. Such methods may exploit mathematical analogies with physical processes, but the
computation itself is classical and uses no quantum coherence. Finally, some studies provide only
a QUBO formulation or scale estimate without an experimental solver run. This distinction is essential
when interpreting speedup claims: physical-device results reflect a particular hardware generation,
whereas simulation results primarily characterize the formulation and the selected classical solver. For
each applied study discussed below, we therefore identify the implementation level to which its results

belong.
Cryptanalysis in QUBO form

Cryptanalysis often reduces to difficult combinatorial problems such as recovering secret keys or
identifying vulnerable structures in cryptographic algorithms. These problems are frequently expressed
as NP-hard constrained systems of algebraic equations and can be converted into QUBO formulations.
Several recent studies represent cryptanalytic problems as QUBOs suitable for quantum-annealing
hardware. In particular, multiple works have shown that attacks on symmetric ciphers can be formalized
as QUBO problems.

Studies [Burek et al., 2022; Burek, 2025] propose representing the AES-128 block cipher
as a system of polynomial equations and then formulating the resulting optimization problem as
a QUBO. These studies primarily concern theoretical formulations and dimension estimates rather
than a full-scale attack on a real QPU. The authors note that, in terms of problem dimension, quantum-
annealing cryptanalysis of AES-128 is less computationally demanding than factoring a public key with
a comparable security level. Representing the factorization of 3072-bit RSA, which corresponds to the

AES-128 security level, requires approximately 2 360 000 binary variables in QUBO form, whereas an
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AES-128 attack requires about 30 000. This result highlights a substantial difference in computational
complexity between symmetric-cipher cryptanalysis and RSA factorization under the QUBO paradigm.

A subsequent study [Burek, Wronski, 2022] applies the QUBO approach to the Speck block
cipher and obtains representations even more compact than those for AES. It likewise remains primarily
a theoretical formulation and heuristic assessment of quantum annealing’s applicability. The proposed
formulation requires 19311 binary variables for Speck-128/128 and 33721 for Speck-128/256,
compared with 29770 and 72 597 for AES-128 and AES-256, respectively. These results demonstrate
that cryptanalytic complexity differs among ciphers even under the same algebraic attack model. The
dimension is reduced substantially by optimizing the partitioning of equation systems and introducing
auxiliary variables so as to minimize the total number of binary variables, indicating progress toward

efficient QUBO representations of symmetric cryptographic primitives.

Another important contribution, study [Pakhomchik et al., 2022], proposes two general methods
for converting Boolean expressions arising in cryptanalysis into solver-compatible forms: systems of
linear equations and inequalities for Mixed Integer Linear Programming (MILP), or direct QUBO
formulations with penalty terms. This is a theoretical and methodological study: it defines a Boolean-
constraint conversion procedure but does not demonstrate an advantage for any particular physical
quantum device. The authors illustrate the approach with symmetric cryptographic primitives, including
the formulation of AES round operations as MILP followed by conversion to QUBO. The key idea is
that any Boolean function, such as an S-box or round function, can be represented by linear constraints
with additional binary variables and then converted into a quadratic objective. Despite the method’s

generality, the authors note that it can substantially increase the number of auxiliary variables.

Study [Wronski et al., 2025] examines in detail the conversion of cryptanalysis for
Grain-128/128a into a QUBO requiring approximately 5751 binary variables and 77496 pairwise
couplings to encode the cipher constraints. In implementation terms, it is primarily a formulation
and hardware-feasibility estimate because the full problem remains too dense for direct embedding
on current quantum annealers. Based on heuristic estimates, the authors claim that for problems of
dimension N, quantum annealing provides an average speedup of approximately VN over classical
simulated annealing. Quantum-annealing optimization attacks could therefore outperform both greedy

search and Grover’s algorithm for sufficiently large key spaces.

Collectively, these approaches share a common idea: the logical dependencies of a cryptographic
algorithm are encoded as a QUBO, after which a specialized solver such as a D-Wave quantum annealer
searches for the minimum-energy Ising configuration corresponding to the secret key. The studies
demonstrate that key recovery can be reduced to QUBO and addressed with quantum optimization
devices. The resulting problems nevertheless remain extremely large and substantially exceed the
number of qubits available in current quantum-computing systems. Even so, this work is an important
step toward specialized quantum architectures — particularly quantum annealers — that might eventually

support effective cryptanalysis of symmetric ciphers.
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In public-key cryptography, and RSA in particular, the QUBO formalism is applied to integer
factorization. Study [Dridi, Alghassi, 2017] proposes a QUBO formulation that was used to factor
integers as large as 200099 on a physical D-Wave 2X quantum annealer. Higher-order polynomial
terms were reduced to quadratic form through Grobner-basis decomposition. Similarly, study [Jiang et
al., 2018] develops a QUBO formulation that factored integers up to 376 289 using 94 logical qubits on
a physical D-Wave 2000Q. These small-integer experiments demonstrate how RSA cryptanalysis can
be mapped to QUBO optimization. A related line of work considers HUBO and QUBO factorization
models [Jun, Lee, 2023]; these are primarily theoretical formulations and comparisons of formalisms
rather than attacks on cryptographically significant keys. Later studies show that performance depends
not only on the QUBO formulation but also on how it is embedded in the annealer’s physical
topology. Study [Ding et al., 2024] proposes a modular, locally structured embedding of a binary
multiplication circuit directly into the D-Wave Advantage Pegasus topology. A controlled full adder
is encoded as an eight-qubit module, and multiplier circuits are assembled from these modules. The
authors embedded multipliers of up to 21 x 12 bits in a 5760-qubit topology and experimentally
factored 8219999 = 32749 x 251 on a real D-Wave Advantage 4.1. A subsequent report [Ding et
al., 2024] details the initialization, pausing, reverse-annealing, and offset-tuning strategies. Another
recent approach explicitly models carry propagation in binary multiplication [Ryou et al., 2025].
Its HUBO model remains practical only for small semiprimes, whereas a CQM formulation with
a global product constraint handles semiprimes up to 60 bits in a hybrid D-Wave workflow,
including N = 1152921423002469 787. Current factorization results must therefore be divided into
direct experiments on physical quantum annealers and hybrid or constrained models that improve
scalability without directly embedding a large QUBO on a QPU. For cryptosystems of practical size,
such as 3072-bit RSA, the QUBO representation still requires on the order of one million binary

variables [Burek et al., 2022]; this is a theoretical dimension estimate, not a QPU experiment.

A comparison of the reviewed studies on symmetric-cipher cryptanalysis and factorization is
presented in Table 1. The table separately indicates whether each problem was actually run on physical
quantum hardware, because some studies use QUBO only for dimension estimates or for simulations

and hybrid solvers.

Table 1 shows that the physical experiments among the reviewed cryptographic problems rely
almost exclusively on D-Wave quantum annealers. Gate-based quantum computers appear only in the
toy-cipher QAOA experiment, which did not implement a QUBO formulation. Bifurcation solvers are
not a primary experimental platform in this group. They remain a relevant class of quantum-inspired
QUBO methods, but the cited cryptanalysis and factorization examples provide no separate, confirmed

hardware demonstration.

Quantum-annealing cryptanalysis does not guarantee an asymptotic speedup over Grover’s
algorithm or classical exhaustive search, although it may outperform traditional attacks in particular

scenarios. On an ideal gate-based quantum computer, Grover’s algorithm [Grover, 1997] provides
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Table 1. Comparison of QUBO approaches to cipher cryptanalysis and factorization
QPU/solver type:
Study 3agaua QUBO dimension / complexity annealer, computer, Physical device
bifurcation

[Burek et al., AES and SmallCipher: 64 variables for one round | D-Wave-compatible No for the

2022] SmallCipher |and 200 for two rounds; AES-128: up |quantum annealing; | full attack;
to 237915 binary variables; RSA-3072 |a simulator was used | simulation/estimate
estimate: approximately 2 360 000 variables | for small examples only

[Burek, Simon Simon-16/16: Q matrix with 1684 nonzero | D-Wave quantum | Yes for Simon-

2025] entries; Simon-128/128: 27270 variables; | annealer 16/16; no for full
Simon-128/256: 49 408 variables versions

[Burek, Speck Speck-128/128: 19311 variables; Speck- | Quantum annealer as|No for full Speck;

Wroniski, 128/256: 33721  variables; heuristic | the target architecture | theoretical estimate

2022] annealing complexity O(e ‘/N)

[Pakhomchik Boolean MDS5: about 17280 variables; SHA-256: | QUBO/MILP No; embedding

et al., 2022] | constraints for | 47 808; AES-128: about 90 000; AES-256: | conversion; embedding | experiment only

AES, MD5, | about 250 000 tested on  D-Wave
and SHA-256 topologies

[Phab et al., Heys toy No QUBO constructed; CNF/MAX- | Gate-based IBM|Yes for a small

2023] cipher SAT/QAOA ranges from 5 variables and | quantum computers and | five-qubit formula;
19 clauses to 29 variables and 164 clauses | QAOA simulators not QUBO

[Dridi, Factorization | Up to 200099 = 499 x 401; approximately | D-Wave 2X quantum | Yes

Alghassi, 72-75 logical variables for the column |annealer

2017] algorithm after Grobner-basis preprocessing

[Jiang et al., | Factorization | N = 143 uses 12 logical qubits; 376289 is | D-Wave 2000Q | Yes  for  small

2018] represented with 94 logical qubits; | quantum annealer instances and
249919 is embedded in 1803 physical embedding
qubits experiments

[Jun, Lee, Factorization |QUBO for N = 15: 15 logical qubits; | D-Wave Advantage for | Yes only for the

2023] larger examples use HUBO/range models; |the ~ small ~ QUBO; | small QUBO;
quadratization requires up to %nz(n — | Ocean/Leap and | larger results are
—1)? auxiliary variables for quartic terms | ExactPolySolver for |not direct QPU

HUBO QUBOs

[Ding et al., | Factorization |Locally structured embedding: 8 qubits per | D-Wave Advantage 4.1 | Yes

2024; Ding full-adder module; up to 21 X 12 bits in an | quantum annealer

et al., 2024] ideal Pegasus topology; solved 8219999

[Ryou et al., | Factorization | HUBO becomes impractical near 10 bits; | Hybrid D-Wave | No direct large-

2025] CQM tests reach 60-bit semiprimes; no | CQM/Ocean; QUBO QPU run
single QUBO dimension comparable to | ExactPolySolver for
direct embedding small HUBOs

a quadratic speedup for unstructured search, requiring approximately VN iterations in a space of size N.

Searching a key space of 2" possibilities therefore requires approximately 2"/? steps. The complexity

nevertheless remains exponential in the key length.

Quantum annealing instead uses tunneling to move between states, which could theoretically

provide faster convergence for optimization problems [Mukherjee, Chakrabarti, 2015]. Whether

quantum annealing can generally outperform Grover-accelerated search remains open. Using heuristic

rules, the authors of [Burek, Wronski, 2022] estimate quantum-annealing complexity as O (e ‘W) Under

this estimate, quantum-annealing QUBO optimization might require fewer iterations than exponential

exhaustive search, but the claim currently lacks practical confirmation.
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In practice, current quantum annealers are noisy and severely limited in scale. Experiments
on simplified primitives, including a six-round miniature AES and the 64-bit Heys cipher, show that
neither quantum annealers nor approximate quantum algorithms yet outperform classical cryptanalysis
even on small problems [Phab et al., 2023]. Unlike purely theoretical QUBO formulations, this study
is valuable as a comparative experiment on small model instances using both physical and simulated
optimization procedures. For exhaustive key search, Grover’s algorithm thus provides a guaranteed
quadratic speedup, whereas quantum annealing may theoretically offer further gains for particular

QUBO classes; realizing that advantage will require advances in both algorithms and hardware.
Anomaly detection as a QUBO problem

Anomaly detection identifies data points or behavioral patterns that deviate substantially from
the general structure of a dataset. It is critical in finance, healthcare, and especially cybersecurity. In
cybersecurity, network-intrusion and fraud detection often reduce to finding rare malicious events
hidden in large data volumes. Traditional statistical and heuristic methods are widely used, but
increasing data dimension and volume impose significant limitations on accuracy, processing speed,

and scalability. Behavioral patterns also evolve over time, requiring detection systems to adapt.

Recent advances in artificial intelligence have popularized deep-learning and reinforcement-
learning approaches that use computational accelerators to build highly accurate black-box models.
These methods perform well, but further scaling and acceleration are often constrained by available
computing resources. Quantum computing is consequently being explored as an alternative paradigm
for difficult optimization problems [Stein et al., 2024]; the cited study uses both simulation for
parameter selection and runs on D-Wave quantum annealers. Several studies formulate anomaly
detection as QUBO [Mellaerts, 2023]. Study [Mellaerts, 2023] is a software-based, quantum-
inspired implementation because its QUBO is solved heuristically on a classical computer without
a physical QPU.

QUBO provides a convenient representation of anomaly detection as binary optimization. Each
data point or feature is generally assigned a binary variable equal to 1 if the element is anomalous
and 0 otherwise. A quadratic objective is then defined so that its minimum represents the most likely

configuration containing anomalous elements.

Study [Mellaerts, 2023] proposes a QUBO combining statistical and density-based anomaly
criteria. It is included because it provides an explicit anomaly-detection QUBO and an experimental
comparison using quality metrics relevant to cybersecurity applicability. Its results should nevertheless
be interpreted as classical software solutions of a QUBO rather than experiments on a quantum
processor. The linear objective terms measure each point’s deviation from the distribution centroid,

while the quadratic terms capture pairwise distances between samples. For a dataset X = (x;, ..., xy_,)
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containing N elements, the QUBO is:

x; =k,

N N N
olx, a) =« Z dx;+(1-a) Z di,jxixj,

i=1 i#] i=1
where d; is the distance from point x, to the distribution centroid, dl.j is the distance between sample
points, 0 < k < N is the assumed number of anomalies, and @ € [0, 1] controls the relative contributions
of the linear and quadratic terms. This formulation captures local deviations and global data structure

simultaneously.

Such QUBO models often use Mahalanobis distance, which accounts for feature correlations
and provides a robust multivariate measure of deviation. Experiments in [Mellaerts, 2023] report better
ROC AUC than classical methods on several datasets. Unlike many deep-learning models, the QUBO
approach is unsupervised [Stein et al., 2024] and requires no prior labels, an important advantage for
practical cybersecurity systems. Study [Stein et al., 2024] evaluates this property in a QBM using

simulated annealing and physical D-Wave annealers.

Several studies use quantum hardware to solve anomaly-detection QUBOs. Study [Stein et al.,
2024], for example, implements a Quantum Boltzmann Machine (QBM) on a D-Wave annealer for
anomaly detection in Endpoint Detection and Response (EDR). This is a mixed implementation:
classical simulated annealing selects hyperparameters, and the final model variants are tested on
physical D-Wave 2000Q and Advantage systems. The quantum model outperformed a classical

Boltzmann machine on the same dataset, suggesting potential advantages for quantum annealing.

Despite current hardware limitations, some studies demonstrate practical quantum anomaly
detection on real devices. In [Canonici, Caruso, 2024], the authors reformulate a Support Vector
Machine (SVM) as a QUBO and implement it on a neutral-atom Quantum Processing Unit (QPU). The
study is included because it provides both a theoretical formulation and an experimental QUBO-SVM
implementation on real quantum hardware. It also uses ideal and noisy simulations, so the hardware and
simulation results must be distinguished. Several quantum SVM variants are proposed, some of which
achieve lower test error in fraud detection than several popular classical machine-learning models. The
results suggest that directly expressing anomaly detection as optimization can improve solution quality

and potentially facilitate scaling to high-dimensional data.

This approach generally produces a dense QUBO matrix Q, requiring long chains of coupled
qubits when embedded on real hardware. The authors therefore note that full-scale problems remain
beyond current processors. Experiments on a 24-qubit QPU nevertheless show that the quantum SVM
is highly noise tolerant and that quantum noise can sometimes reduce overfitting. Devices with several
dozen qubits can thus solve small anomaly-detection problems effectively and achieve competitive

accuracy, supporting the promise of QUBO for quantum machine learning in cybersecurity.

A distinct anomaly-detection class concerns intrusion detection and Intrusion Detection Systems

(IDS). These systems identify malicious activity in networks or on individual hosts and typically
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classify traffic as “normal” or “malicious”. IDS models process high-dimensional data to uncover
latent behavioral patterns. QUBO can serve either as a preprocessing layer for machine learning or as

a standalone classifier.

The preprocessing approach is common in stochastic neural networks, particularly Restricted
Boltzmann Machines (RBMs). An RBM has a quadratic energy function compatible with Ising solvers,
including quantum annealers [Moro, Prati, 2023]; this reference provides the methodological link
between RBM/QBM and Ising models rather than a standalone cybersecurity QUBO benchmark.
Study [Dixit et al., 2021] was among the first to train an RBM for intrusion detection on a physical
D-Wave 2000Q annealer. The RBM served as both a classifier and a generator of synthetic events.
Hardware constraints severely limited the problem dimension, leading to the use of 64-bit binary
vectors. The Quantum Annealing RBM (QARBM) achieved accuracy comparable to a classically
trained RBM.

Another direction develops hybrid architectures [Li et al., 2015; Salama et al., 2011] in which
classical models reduce input dimension before quantum processing, or quantum methods generate
additional features for subsequent classical learning. Here, these studies serve as classical and hybrid

IDS baselines, not as examples of QUBO runs on physical quantum hardware.

Table 2 compares the reviewed anomaly-detection studies. It separately reports QUBO or Ising-
model scale, platform type, and whether a physical quantum run was performed, because the literature
includes full QPU experiments, classical quantum-inspired solutions, and methodologically related
RBM/DBN baselines.

Table 2 shows that the most mature hardware experiments in anomaly detection use D-Wave
annealers and small analog neutral-atom QPUs. Explicit sample-wide QUBO anomaly selection
quickly produces dense matrices and quadratic growth in couplings, whereas RBM/QBM approaches
shift the computational burden to sampling from an energy model. Bifurcation solvers are not used
experimentally in the reviewed anomaly-detection studies, although they remain a potentially applicable

class of quantum-inspired QUBO methods.

Anomaly-detection QUBOs are highly flexible: adjusting objective weights and structure can
incorporate domain knowledge, including specialized distance metrics. QUBO naturally supports
a binary decision for every sample point, which is useful when an explicit subset of anomalous events
must be selected for further analysis. It can also constrain the number of anomalies directly in the
objective without additional heuristics, for example through linear limiting terms — a capability not

always available directly in machine- and deep-learning models.

The primary limitation is the difficulty of implementing optimization algorithms on quantum
architectures in practice. Additional heuristics can reduce the computational burden but do not
guarantee convergence to the global minimum. Selecting an appropriate distance metric in a high-
dimensional feature space is another nontrivial problem. An overly simple metric may produce many

false positives, placing additional load on downstream analytical modules.
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Table 2. Comparison of QUBO approaches to anomaly detection
PU/solver type: .
Study Problem and model QUBO dimension / complexity agnealer, com;})llrljter, Phymgal quantum
bifurcation evice
[Stein et al., Unsupervised Best SA model: 21 visible and|Simulated annealing | Yes; final
2024] anomaly detection |82  hidden  variables, totaling | for hyperparameter | validation on
/ fraud-like EDR;|103 logical binary variables and |selection; physical | D-Wave
QBM about 21 - 82 + (%) = 1932 quadratic | D-Wave 2000Q
couplings before embedding; hardware | and  Advantage 4.1
limits: up to 94 hidden variables | annealers; no
on D-Wave 2000Q and 632 on |bifurcation solver
Advantage 4.1
[Mellaerts, Unsupervised N Dbinary variables, one per data|Classical computer | No; classical
2023] outlier  detection; | point; pairwise terms scale as O(NZ) / quantum- | QUBO  solution
explicit QUBO | without sparsification and O(Nk) | inspired QUBO | only
anomaly selection |with k-furthest-neighbor, but the | through gbsolv;
g , SA/SQA/QUBO
penalty (Z[] x,.—k) again  creates heuristics proposed; no
dense couplings; MNIST tests use |physical annealer or
50 variables and k = 5 bifurcation computer
[Canonici, Credit-card  fraud | KN x KN QUBO matrix; construction | Analog neutral- | Yes; real neutral-
Caruso, 2024] | detection; QUBO- | time O(NZKZNfeamres, quantum |atom Pasqal Fresnel | atom QPU runs
SVM component O(NZ Kz)’ atom guantum computfer;
count O(NK); for K = 2, simulations | ideal ~ and  noisy
use 8-16 atoms and physical Pulser simulations;
runs 18-24 atom placement
optimized classically;
no bifurcation solver
[Moro, Prati, IDS anomaly | NSL-KDD: 85 visible and 30 hidden | Physical D-Wave | Yes; D-Wave
2023] detection; bits, totaling 115 logical units; | Advantage 4.1 | Advantage 4.1
QRBM/RBM CSE-CIC-IDS2018: 156 visible and | annealer; classical | experiments
90 hidden bits, totaling 246; classical | CPU  baselines; no
CD scales as O(kN), while QPU access | bifurcation solver
time is empirically near O(Ns)
[Dixit et al., IDS on ISCX IDS |64 visible and 64 hidden logical | Physical D-Wave | Yes; D-Wave
2021] 2012; QARBM units, totaling 128 binary variables | 2000Q annealer; | 2000Q
and up to 64 - 64 = 4096 visible— | classical RBM CD-1
hidden couplings before embedding; | baseline; no bifurcation
each logical node is a chain of |solver
16 physical qubits
[Liet al., 2015] | Malicious-code  /|No explicit QUBO; a classical | Classical MATLAB | No; classical
IDS classification; | compressed neural model is used, for | computer; no QPU, | baseline
AutoEncoder+DBN | example AutoEncoder 41 — 300 — |annealer, or bifurcation
— 150 — 75 and a DBN on |solver
2000 KDDCUP’99 records
[Salama et al., |IDS on NSL-KDD; |No explicit QUBO; DBN reduces | Classical computer | No; classical
2011] DBN-SVM dimension, for example from 41 — |/ Weka; no QPU, |baseline

— 13 — 5 features, followed by SVM
classification

annealer, or bifurcation
solver

Hybrid strategies can partially mitigate these limitations, for example by using classical machine

learning to preselect potential anomalies or relevant features before final QUBO-based optimization.

Formulating anomaly detection as QUBO enables specialized solvers that may outperform

classical algorithms in both accuracy and speed. The formalism combines several anomaly criteria

in a single objective, which has improved outlier-detection quality in several scenarios.
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At the solver level, quantum annealers introduce a fundamentally different search mechanism
based on quantum effects. Some studies report better model quality, but practical use is limited by
noise, connectivity, and hardware scalability. Quantum-inspired algorithms help bridge theory and
practice by solving QUBOs efficiently on classical architectures.

Current trends suggest that QUBO anomaly detection, supported by both quantum and high-
performance classical solvers, could become an important standalone or integrated component of future

cybersecurity systems as data volumes continue to grow.
Network security

Securing communication networks involves optimization problems such as finding secure data
routes, placing defensive resources (including honeypots and sensors), and segmenting networks to
contain threats. These problems have traditionally been addressed with heuristics or manual design. As
network infrastructures grow and become more complex, however, such approaches scale poorly and
optimal solutions become harder to find.

QUBO and specialized solvers, including quantum annealers, offer a promising means of
automating network defense and solving difficult optimization problems efficiently. Current research
covers secure routing, attack-chain reconstruction, honeypot deployment, firewall configuration, and
optimal sensor placement. Because QUBOs can be processed by both classical and quantum solvers,
classical, quantum, and hybrid implementations are possible.

Routing in secure communication networks requires minimum-risk paths that avoid compromised
nodes and congested links while satisfying Quality of Service (QoS) constraints. The problem is
particularly difficult in wireless sensor and ad-hoc networks, where energy efficiency, reliability, and
security must be considered simultaneously.

Study [Chen et al., 2022] proposes a QUBO for energy-efficient routing in Wireless Sensor
Networks (WSNs) and implements it on physical D-Wave 2000Q and Advantage annealers. Each
candidate route is represented by a binary variable, and the objective incorporates total network energy
consumption and routing constraints. On small networks, the D-Wave processors found optimal or
near-optimal routes faster than classical optimization solvers.

Although hardware capabilities limited the network sizes, the results demonstrate the potential
of quantum annealing to accelerate route optimization. QUBO can naturally incorporate both energy
and security criteria, for example by assigning higher costs to routes through vulnerable or unreliable
nodes.

Reconstructing attack paths is another important and computationally demanding network-
security problem. When an intrusion is detected, the propagation route of malicious traffic from its
source to the target must be determined. Classical traffic analysis often incurs high computational load
and processing delays, especially in distributed networks.

In [Antwi et al., 2025], QUBO is applied to attack traceback in WSNs. The implementation

combines ns-3 network simulation with physical quantum annealing on D-Wave. The optimization
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problem is formulated as:
H&in Z Xt A Z(xi,j + X~ xl.’k)z,
ij i jk
where Ci is a link weight or transmission delay between nodes i and j, and A penalizes violations
of path transitivity. Experiments used a D-Wave quantum annealer together with the ns-3 simulation
environment. Binary variables X; encode hypotheses about packet transfers, and the minimum-energy

configuration represents the most likely attack path.

The experiments report substantially better route reconstruction, with accuracy near 90 %,
exceeding classical methods. The false-positive rate decreased by 5-10 % while latency and energy
consumption remained comparable. These results highlight the practical potential of quantum

optimization for network-security analysis.

Optimal honeypot placement is another important network-security problem. Honeypots attract
and analyze attacks without exposing real services. Choosing their number and locations requires
maximizing the probability that attacks encounter a trap while minimizing deployment cost and
avoiding network overload from excessive decoys. In general, a subset of network nodes must be

selected as traps while accounting for intersecting attack paths.

The authors of [Ngo et al., 2023] show that optimal network honeypot placement is NP-hard
even for static graphs. The study is used here as an applied formulation and theoretical justification
of complexity; it does not run a QUBO on a QPU. It nevertheless notes that small instances can be

addressed efficiently as QUBOs using quantum optimization solvers.

To our knowledge, no comprehensive study has yet applied QUBO directly to honeypot-
placement optimization. Nevertheless, a suitable QUBO can be constructed as follows. Represent the
network as a graph and assign each node a binary variable equal to 1 when a honeypot is placed
there and O otherwise. The objective can be designed so that its minimum maximizes intersections
between possible attack paths and honeypot nodes. Each potential attack contributes to the energy
according to whether its path crosses at least one trap. This reduces to maximum subgraph coverage or

dominating-set problems with known QUBO formulations.

Network infrastructures are also dynamic. As topology changes over time, honeypot-placement
strategies must adapt. Manual management requires continuous monitoring and redesign after every

topology change, which is labor intensive and poorly scalable.

Quantum or hybrid solvers could automate placement and reoptimize almost in real time as
the network graph changes. This would enable an active defense layer that adapts dynamically to

infrastructure state and evolving threats.

Another important class of network-security problems concerns network segmentation and
firewall optimization. Effective segmentation — dividing infrastructure into isolated zones or
communities with restricted interaction — is a key defense against lateral movement. Lateral movement

refers to the spread of malicious actors through an internal network after the initial compromise.
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Similarly, firewall-rule optimization involves selecting, configuring, and ordering access-control
policies so that malicious traffic is blocked while legitimate traffic continues to flow. Both problems
can be expressed as combinatorial optimization over graphs or sets, making them natural candidates
for QUBO modeling.

Segmentation can be formalized as graph partitioning or clustering. The goal is to divide
a network graph into segment subgraphs while minimizing security-critical intersegment connections
and satisfying constraints such as segment size or permitted interactions. Graph partitioning is
a classical NP-hard problem with a natural QUBO formulation. Quantum annealers have already been
applied to related problems, including community detection in complex networks.

Study [Negre et al., 2020] demonstrates an Ising-model approach to graph community detection
using a D-Wave quantum annealer. Small problems are run physically on D-Wave 2X/2000Q systems,
whereas larger graphs use hybrid decomposition through gbsolv and D-Wave Ocean tools. Communities
are clusters of nodes with dense internal connections and comparatively sparse external links. The
authors show that detecting at most two communities maps naturally to the D-Wave architecture and
requires little additional reformulation.

For small graphs, the quantum-annealing solutions matched those of classical clustering
algorithms. The study illustrates quantum annealing’s ability to solve basic graph-partitioning problems
and therefore supports its potential for security-oriented network segmentation.

Consider a QUBO for partitioning a network into clusters A and B. Each node is assigned
a binary variable indicating its segment. Quadratic objective terms penalize graph edges cut between
the segments. The objective is to find a bipartition with the fewest intersegment links. Minimizing the
QUBO energy therefore implements a minimum graph cut.

Additional terms can balance the segments or enforce size and capacity constraints by penalizing
excessively uneven partitions. This formulation is structurally equivalent to image-segmentation models
already implemented on quantum annealers [Venkatesh et al., 2024]. Although that study is not about
network security, it provides a relevant example of quantum-annealed QUBO graph partitioning. The
methodological foundation for quantum-assisted network segmentation therefore already exists.

Quantum or hybrid solvers can search an exponentially large space of network segmentations for
partitions that best contain threats while satisfying business constraints. For example, high-risk nodes
could be isolated in a dedicated quarantine segment.

For clarity, consider the analogy with image segmentation [Venkatesh et al., 2024]; this is
a transferable methodological analog, not a direct computer-network experiment. Each pixel is treated
as a graph node, and edges measure pixel similarity. Similarity is commonly evaluated with a Gaussian

metric:

(18)

2

(p;) - 1(pj))2]

w(p;, pj) =1—exp (— 5

where p, and p; are image pixels, I(p,) and I(pj) are their respective intensities, and o is

a hyperparameter controlling the metric’s sensitivity scale. The values of w’ lie in [0, 1]. They are
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then normalized to [—1, 1] as follows:

(b —a)W (p;, p;) — min(w"))
w(p;, pj) =—1- - —— +al, (19)
max(w’) — min(w’)
where a = —1 and b = 1 define the normalization bounds, and max(w’) and min(w’) are the maximum
and minimum over all pixel pairs.
Using expressions (18) and (19), the QUBO becomes:
x* = argmin Z X, (1 - xp_)W(pl-, pj), (20)
X dicjen !
where x = (xpl, Xpys oo xpn), and x, € {0, 1} indicates the segment assigned to pixel p;.

The reported experiments show an advantage for quantum optimization over leading classical
algorithms on large-scale image segmentation. The authors [Venkatesh et al., 2024] also report
particularly strong performance on noisy images, although transferring that result to network data

requires separate validation.

Firewall-rule configuration is another important network-security problem with several possible
formulations. Key subproblems include finding the smallest rule set that provides the required
protection and ordering rules to minimize traffic-processing time. Rule-set minimization can be reduced

to minimum set cover, while rule ordering can be treated as a scheduling or sequencing problem.

Because these optimization problems are generally NP-hard, they admit natural QUBO
formulations and may benefit from quantum optimization. To our knowledge, no dedicated study had
applied quantum optimization to firewall configuration at the time of this review. Given successful
QUBO applications in adjacent areas, future work can reasonably be expected to automate network-
security policy configuration, particularly as enterprise networks become more complex and defense

systems more autonomous.

Both network segmentation and firewall configuration can therefore be formulated naturally
as QUBOs. Early results in adjacent fields demonstrate that quantum hardware can solve small
optimization instances effectively. The potential security benefit is substantial: optimized segmentation
could isolate compromised regions dynamically with minimal operational impact, while optimized

firewall rules could shorten exposure windows and reduce traffic-processing latency.

In secure environments such as enterprise IT and critical information infrastructure, sensors —
including Intrusion Detection Systems (IDS) and monitoring probes — are essential for early threat
detection. The objective is to place a limited number of sensors so as to maximize coverage of critical
assets and key data routes. This is another combinatorial problem: an optimal subset of k locations

must be selected from candidate network nodes or links.
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Formally, these problems often reduce to variants of set cover or facility location. Although
NP-hard, they admit QUBO formulations solvable by classical or quantum optimizers, including

quantum annealers.

Quantum annealing and hybrid quantum —classical methods have been applied successfully to
sensor placement. Study [Speziali et al., 2021], conducted by Idea-re S.r.l., considers optimal pressure-
sensor placement in a water-distribution network. It is a hybrid implementation comparing classical
simulated annealing with the D-Wave hybrid quantum — classical solver on a QUBO formulation. This

comparison separates the effect of the formulation from that of the solver architecture.

The objective was timely detection and localization of leaks and infrastructure failures. The
authors construct a QUBO from the network graph and specified adverse scenarios, with the objective
minimum corresponding to the optimal monitoring-sensor locations. They solve it using both classical
simulated annealing and the D-Wave hybrid solver. The hybrid approach performed best on this

practical water-network optimization problem.

The QUBO Hamiltonian minimum identified sensor configurations that optimized event
detection and localization. The methodology transfers naturally to cybersecurity by replacing pressure
sensors and pipeline leaks with IDS sensors and cyberattacks. Network topology and possible attack-
propagation paths then determine the QUBO structure, while node-criticality weights can prioritize the

protection of high-value assets.

Having considered specific defensive mechanisms, we now turn to the broader problem of
resource allocation and cyber-defense optimization. Modern enterprise security requires efficient
allocation of limited resources, including honeypots, monitoring sensors, access controls, and optimized

network-security rule sets.

Choosing which vulnerabilities to remediate, where and in what order to deploy defenses, and
which infrastructure elements to monitor with what priority is a difficult combinatorial problem.
Modern adversaries often use multistage strategies that exploit several vulnerabilities in sequence.

This sequence is commonly described by the cyber Kkill chain concept.

Defenders must therefore select measures that break every critical attack path at minimum
resource cost. Formally, finding the optimal defense is NP-hard and resembles set cover or vertex

cover on an attack graph.

Classical approaches such as integer linear programming and game-theoretic models perform
well on small and medium-sized networks; heuristics provide an alternative. Study [Durkota et al.,
2019], for example, uses Stackelberg games and dynamic programming to place defensive traps
optimally on an attack graph. It is a classical baseline without QUBO or quantum hardware, included
for comparison with potential QUBO approaches to defensive-resource placement. Such solutions scale

poorly because computational complexity grows exponentially with network size.

Study [Carney, 2022] formulates disruption of attack chains in a vulnerability graph as a QUBO

and implements it using quantum annealing. The applied formulation is run on a physical D-Wave
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Advantage Solver 4.1 and compared with a classical ExactSolver on model graphs. Although no
journal version was identified, the study is retained because it unusually connects the kill-chain
model, vulnerability graphs, and a QUBO formalization of defensive actions. The objective minimum

maximizes the number of disrupted attack chains subject to limited vulnerability-remediation resources.

Study [Marini, Arpe, 2025] develops a rigorous cyber-risk QUBO combining local node-risk
factors with penalties for risk coupling and threat propagation through the infrastructure. It compares
classical, quantum, and hybrid solvers, so its conclusions concern the complete workflow rather
than only physical quantum annealing. The study is included because the problem is novel and the
reproducible model represents cyber risk through local node properties, network links, and threat-

propagation constraints. The system Hamiltonian is a linear combination of subproblem Hamiltonians:
H=AH +A,H, +A,Hy+ A, H, + AHy, (21)

where each H, represents a particular risk type, and the coefficients 4, specify the relative importance
of the corresponding factors and serve as tunable model hyperparameters. The authors then analyze

how each Hamiltonian component contributes to the final risk score.

The first Hamiltonian, H |, keeps final node-risk levels close to their initial values. It prevents
collective drift toward average risk and makes large reductions less likely for nodes with high initial
risk:

Hy= " IS;-(S; = FS )",

where IS, and F'S; are the initial and final risk levels of node i, respectively.

The second Hamiltonian, H,, penalizes configurations in which highly connected nodes retain

high risk because such nodes can accelerate threat propagation:

where S i is the connection strength between nodes i and j, and F'S, and F'S jare their final risk levels.

The third Hamiltonian, H,, models the influence of neighboring nodes on each network

element’s risk:

2
1
H, =Z(FS,.— E] Z FS./.] ,

JEN()
where N(i) is the set of nodes adjacent to node i, and |N(i)| is its cardinality.

The fourth Hamiltonian, H,, penalizes connections between nodes exhibiting critical-

vulnerability indicators because such configurations can accelerate system-wide compromise:

H4 - _ Z ( fipatCth + fiinternet + f]patched + f/i_nternet) ( FSI- + F Sj)’

i<j
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where ]‘ipatChed = 0 means that node 7 has been patched and is therefore less vulnerable, while fl.internet =
= 1 indicates Internet access.
The fifth and final Hamiltonian, H, isolates and strongly penalizes risk reductions for critical

nodes (IS; > 7), since such infrastructure elements generally remain highly vulnerable even when

H, = - Z FS,.

it 18 ,>7

surrounded by low-risk nodes:

The authors solve the problem using classical optimization, particularly tabu search, as well as
quantum annealing and hybrid quantum — classical approaches. They identify the model’s flexibility as
a key advantage because every objective component is readily modifiable. The algorithm can therefore
be adapted to different network configurations and cyber-risk scenarios.

The authors [Marini, Arpe, 2025] also note that classical algorithms perform well on small
problems, but solution time grows exponentially with network size and sharply limits practical use.
Quantum algorithms theoretically offer a more scalable approach. Current quantum hardware remains
constrained, however, and substantial computation is spent preprocessing QUBOs for embedding,
especially when interaction matrices are dense.

Hybrid quantum — classical algorithms mitigate the difficulty of placing a complete QUBO matrix
on a quantum device by distributing the workload between classical and quantum components. This
approach provides more stable scaling and high-quality solutions in practical scenarios.

Table 3 compares the reviewed network-security studies and methodologically related graph
problems. It reports QUBO dimension and structural complexity, solver type, and whether a physical
quantum run was performed. This distinction is important because some studies report direct annealer
experiments, others use hybrid or classical computation, and honeypot-placement and attack-graph
game studies are included only as classical comparison models.

Table 3 shows that confirmed physical experiments in this group rely mainly on D-Wave
quantum annealers; the reviewed studies use neither gate-based quantum computers nor bifurcation
solvers. Direct runs are limited to small or sparse QUBOs, while increasing variable counts and
coupling density leads to decomposition, classical solution, or managed hybrid services. Results for
community detection, image segmentation, and sensor placement should be interpreted as transferable

graph analogues rather than direct computer-network defense experiments.

Conclusion

This review shows that quantum optimization, and Quadratic Unconstrained Binary Optimization
(QUBO) in particular, provides a general computational foundation for a broad class of cybersecurity
problems. By expressing cryptanalysis, anomaly detection, network segmentation, defensive-resource
placement, and cyber-risk management as unified optimization models, QUBO enables quantum

devices and high-performance classical and hybrid solvers to operate within a common methodology.
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Table 3. Comparison of QUBO approaches and related models in network security
QPU/solver type: Physical
Study Problem and model QUBO dimension / complexity annealer, computer, quantum
bifurcation device
[Chen et Energy-efficient Variable count depends on candidate | Physical D-Wave | Yes; D-Wave
al., 2022] | WSN routing; one|paths and slack variables; graphs contain|2000Q and Advantage [2000Q  and
path selected per|4-12 nodes and up to 11 sources. Most|System 1.1 annealers;|Advantage
flow successful direct runs had fewer than |classical CPLEX and
20 variables; reduced dense instances |Gurobi; no bifurcation
reached the low hundreds solver
[Antwiet |IP traceback in||E| logical variables, up to O (|V|2) in a dense | D-Wave Advantage | Yes for small
al., 2025] |a  WSN;  one|directed graph; a 100-node network was |annealer  for  small|instances;
binary variable per |modeled. Exact logical- and physical-qubit | instances; D-Wave | larger ones
candidate directed | counts are not reported hybrid and classical | solved hybrid /
edge gbsolv  for large |classically
instances; no bifurcation
solver
[Ngo et al., | Honeypot No QUBO; the static problem is NP-hard. For | Classical MIP, dynamic |No; classical
2023] placement in | m graph snapshots with n nodes, the MIP has | programming, and | baseline
dynamic Active | O(mn) variables; instances include thousands | greedy  methods; no
Directory  graphs; | of nodes, hundreds of thousands of edges, and |QPU,  annealer,  or
MIP, not QUBO millions of paths bifurcation solver
[Negre et | Community Two communities require n variables; | Physical D-Wave 2X and | Yes for
al., 2020] | detection by |k communities require nk one-hot variables |2000Q annealers; hybrid | subproblems
modularity with dense couplings inside k blocks. Tests|gbsolv and classical |and small
maximization; use 34-453 nodes and up to 2265 variables; | simulated annealing; no | instances;
network- complete direct embedding is limited to |bifurcation solver large instances
segmentation 46/64 variables decomposed
analog
[Venkatesh | Minimum graph | n variables and O(n) couplings for a grid of | Physical D-Wave | Yes; real
etal, 2024] |cut  for  image | maximum degree four; solution space 2", and | Advantage annealer | D-Wave, but
segmentation; general signed-weight minimum cut is NP-|(5670 qubits); classical [not a direct
transferable hard. Experiments use 4-1936 variables; real | Gurobi; no bifurcation | cybersecurity
network- images use 1024-variable patches solver problem
segmentation
analog
[Speziali et | Sensor  placement | 1368 variables for s = 48, or up to 1416 with |D-Wave Leap Hybrid|No; managed
al,, 20211 |as capacity- . . Solver and classical | hybrid solver
constrained one-hot variables; penalty (Zl: x; = 5| makes simulated annealing; | only
weighted vertex | the QUBO dense. Direct Chimera/Pegasus |[no  direct QPU or
cover embedding was impossible bifurcation solver
[Durkota et | Network defense as|No  QUBO  dimension;  attack-graph | Classical computer; | No; classical
al., 2019] | a game on an attack | optimization ~ uses  Stackelberg  games |[no QPU, annealer, or |baseline
graph; classical | and dynamic programming bifurcation solver
comparison model,
not QUBO
[Carney, Kill-chain QUBO dimension is not reported in the | Physical D-Wave | Yes; D-Wave
2022] disruption on  a|available comparison; solutions were tested | Advantage Solver 4.1;|Advantage 4.1
vulnerability graph; | on model graphs classical ExactSolver; no
defensive-action bifurcation solver
QUBO
[Marini, Cyber-risk scoring | Exact QUBO dimension is undetermined: the | The text claims | Not confirmed
Arpe, 2025] | from local factors|supplied source PDF does not match the |comparison of classical | from the

and inter-node links

bibliographic record and instead contains the
Speziali et al. sensor-placement paper

tabu search, quantum
annealing, and a hybrid
solver; no bifurcation
solver

supplied
source

KOMIIBIOTEPHBIE UCCIIEJOBAHUS U MOJAEJIUPOBAHUE




A comprehensive review of common QUBO solvers in the. .. ells5

The literature indicates that quantum algorithms, especially quantum annealing and adiabatic-
evolution methods, can improve solution quality and accelerate the search for optimal configurations in
small and medium-sized problems. Current quantum hardware nevertheless severely restricts practical
application to full-scale cybersecurity. The principal barriers are limited qubit counts, noise, difficult

embedding of dense QUBO matrices, and substantial preprocessing overhead.

Hybrid quantum —classical approaches therefore offer the greatest practical potential by
combining classical computing power with the heuristic advantages of quantum optimizers. They
already provide greater scalability and solution robustness, forming a realistic path toward quantum
optimization in applied cybersecurity systems. Quantum-inspired algorithms further bridge theory and

practice by solving QUBOs effectively without physical quantum hardware.

QUBO’s flexibility is especially important because domain knowledge, constraints, and priorities
can be incorporated directly into the objective. Security models can consequently adapt dynamically to
changing infrastructure, threats, and business requirements, potentially operating near real time. QUBO
is therefore not merely a quantum-optimization technique but also a general language for formalizing

complex cyber-defense systems.

Although quantum cryptanalysis attracts substantial interest, network-configuration optimization,
defensive-resource allocation, cyber-risk management, and anomaly detection are equally promising.
These areas remain less studied but have considerable practical potential. Many also have direct
analogues in logistics, infrastructure management, and complex-network analysis, enabling existing

QUBO models and optimization strategies to be transferred.

Key future directions include general QUBO frameworks for classes of security problems,
improved decomposition and sparsification, and algorithms for efficient embedding on quantum
architectures. Progress in these areas will reduce computational overhead and broaden the applicability
of quantum optimization to real systems.

Overall, QUBO-based quantum optimization is already laying the foundation for a new
generation of intelligent cybersecurity systems. Despite hardware limitations, quantum, quantum-
inspired, and hybrid methods show steady progress and practical value. As quantum technology
develops, QUBO can be expected to become an important tool for automated, scalable, and adaptive

security management in increasingly complex digital ecosystems.
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